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1 EXECUTIVE SUMMARY 
This report addresses the reference architecture of the MANU-SQUARE (MANUfacturing ecoSystem of QUAlified 

Resource Exchange) platform. The architecture shown in this report is a first version that includes all the components to 

be involved in the platform to enable all the MANU-SQUARE functionalities. This deliverable reports the conceptual 

foundations of the platform and the architecture of the overall technological solution. 

The outcome of this report will provide the backbone of the architecture, with general overview of the expected system 

behaviour, design of the platform architecture and of the interactions among components as foundations for the MANU-

SQUARE marketplace realisation. A final version of the architecture will be inserted in deliverable D4.6 Testing and 

integration into the MANU-SQUARE platform after business process definition, validation of the architecture, integration 

of the components and integration into a unique system. 

The report consists of the following chapters: 

 § 2 introduces the MANU-SQUARE project, the aim of the architecture analysis and the relations of this task 

with other tasks. 

 § 3 describes the applied methodology which mainly consists of meetings done within the consortium 

(physically and online), a template filled by components’ owners to have functional and technical details, 

Holonix internal discussions with the IT department to exploit architectural experiences basing also on what 

done in previous European projects. 

 § 4 outlines all the platform components, with details taken from partners’ filled templates and interviews. 

 § 5 describes the reference platform architecture at technical level, with UML schema. 

 § 6 describes the data security topic and how it will  be further detailed and analyzed. 

 § 7 concludes the report and presents the next steps to arrive to the detailed version of the architecture. 
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2 INTRODUCTION 
The MANU-SQUARE project creates an ecosystem that acts as a virtual marketplace bringing the available production 

capacity, as well as other virtual and physical assets, closer to the production demand to obtain the optimal matching 

(See Figure 1). This has two main advantages: 

 the rapid and efficient creation of local distributed value networks for innovative providers of product services; 

 the reintroduction and optimization in the loop of unused capacity and potential that would otherwise be lost. 

 

Figure 1 Composition of the unused potential 

MANU-SQUARE establishes an ecosystem that is organized to match the needs of buyers with the availability of sellers 

in terms of know-how, technology, manufacturing capacity and waste. The associated MANU-SQUARE platform uses a 

Blockchain technology to ensure transparency and provide security, thereby fostering the building of trust amongst the 

different stakeholders of the platform. A manufacturer may have a role of a supplier (seller) or a customer (buyer). In the 

case of the latter, a manufacturer uses the platform to engage with the MANU-SQUARE ecosystem to fulfil a need, such 

as additional production capabilities. The platform performs the search for the optimal matching on a wide number of 

possible suppliers from the MANU-SQUARE ecosystem, using a sophisticated criterion that ensures high level of quality, 

reliability of suppliers, reduction of costs and short time to close the business transaction. The generated ecosystem 

allows optimal matches also for resources other than production hours or tangible assets with the aim to identify and 

exploit unexpected synergies between participants and to promote the mutual interaction of diverse industries, also 

within different value networks, for beneficial reuse of competences and flows. 

The main objectives of the project are: 

1. To make European unused manufacturing capacity emerge towards its reintegration in the loop and the 

creation of local efficient value networks. 

2. To support innovative SMEs and start-ups in finding the optimal suppliers to transform their business ideas into 

new product-services. 

3. To seamlessly involve actors all along the entire value network including consumers for cross-fertilization of 

product-service solutions and underlying technologies. 

4. To coordinate the whole MANU-SQUARE ecosystem towards a better use of resources and a more sustainable 

European manufacturing. 

2.1 Aim and scope of the reference platform architecture 

MANU-SQUARE architecture aims to describe how the MANU-SQUARE technical solutions will answer to stakeholders’ 

needs. It describes a set of interconnected components that offer functionalities meeting the collected requirements. 
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Such results are achieved accordingly with the standard steps in a software architecture definition: first, after the users 

requirements are specified, they are transformed into technical or functional requirements i.e. functionalities. Then these 

functionalities are assigned to system components. Finally, additional components, serving to ensure data flows, security 

purposes and also integration with additional data sources, are defined. The components will interact with each other 

through the well-defined interfaces. Once all components are integrated into the platform accordingly with the principles 

defined in the architecture, and expected behaviour of the overall system will be tested in a test environment before 

made released to the end-users, as the MANU-SQUARE platform. 

The scope of this first draft of the architecture aims to: 

 List all the tools and software components of the platform; 

 Characterize all the tools, describing underlying technologies, interactions with other tools and requirements; 

 Define the base architecture that highlights interactions between all the platform components. 

Figure 2 shows the entire map, developed in Task 1.2, of how stakeholders’ needs are fulfilled by the platform’s 

envisioned services and how these services are delivered by the MANU-SQUARE platform tools and software 

components. This map represents a fundamental linkage between the activities dedicated in the project to the definition 

of the platform business model with its concrete implementation at software level thus ensuring early alignment of 

development activities with the desired behavior of the platform. 
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Figure 2 Platform specifications map
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2.2 Relationships of T1.4 with other tasks  

Task 1.4 is connected with all the tasks of WP1. It requires inputs from Task 1.1, Task 1.2 and Task 1.3 to identify 

requirements and expected behaviour of the platform. Thus its final version will be available once all these inputs will be 

available. Task 1.4 constitutes the backbone architecture for the development of the MANU-SQUARE platform. The 

outcome of this task will provide the foundational background for the technical WPs (WP2, WP3 and WP4). These 

relationships are depicted in Figure 3 and explained below. 

 

Figure 3 Relationship of Task 1.4 with other tasks 

The interdependencies within WP1 are as follows: 

 Task 1.1. The purpose of the task is to identify and describe all the possible stakeholders, interested in MANU-

SQUARE platform. The analysis addresses the state of art and explores the key requirements for the adoption 

of the platform. Starting from the stakeholders’ point-of-view, the task gives us an overview of all the needs and 

allows us to build functionalities to fulfil them. 

 Task 1.2. The purpose of the task is to define the specifications of the MANU-SQUARE platform. The analysis 

from the interviews carried out in Task 1.1 provides important insights into the requirements from each type of 

stakeholder, which is prioritised according to the adopted strategy based on their importance and impact to the 

project. 

 Task 1.3. The purpose of the task is to define business cases that embody the test scenarios to be 

implemented in the project. The end-user organizations within the consortium represent archetypes of 

stakeholders in the MANU-SQUARE ecosystem. The stakeholder analysis provides common themes to be 

explored in detail in the definition of the business cases. Having concrete business case to be exploited through 

the platform is an important input for the architecture definition. 

Since WP2, WP3 and WP4 address different functional blocks of the MANU-SQUARE platform, Task 1.4 provides the 

architectural frame of reference, leading to a unified architecture, integrating and connecting all the tools of the platform. 

2.3 Outline 

This report is organized into 6 chapters. The first chapter, § 1, is an executive summary. § 2 and 3 provide introduction, 

explain the aim and scope of the report, relationships and methodology applied. § 4 presents the tools i.e. architectural 
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components. The outcome, which is a first version of the platform architecture at functional and technical level, provided 

as a UML component diagram, is in § 5. Eventually § 6 starts to tackle the data security issue. The final chapter, § 7, 

concludes the report. 
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3 METHODOLOGY 
The definition of the MANU-SQUARE platform reference architecture is one of the most relevant activities required to 

build a platform that integrates all the necessary tools and software components to answer to stakeholders’ needs. 

The applied methodology for the reference architecture creation is shown in Figure 4. It consists of initial meetings with 

all consortium partners involved in WP1, WP2, WP3 and WP4: HOLONIX, IBM, INESC, INNOVA, SUPSI and SINTEF. 

They have been involved in the architecture backbone definition either because they are owners of specifications and 

business process definition or they are involved in the development of tools. The decision to involve these partners and 

the definition of ownership have been based on the DoA agreement where specific descriptions of tasks and ownership 

are detailed. Meetings have taken place physically and via web call. After the meetings, a requirement elicitation 

template has been created to reassume all the necessary information of each specific tool and software components.  

Accompanying these descriptions by each of the partners, one to one meetings were organized to discuss details and 

possible issues. The creation of the reference platform architecture was an iterative process, comparing partners input to 

previous experiences and competences coming from the IT Department of Holonix. All these discussions culminated in 

the first version of the platform architecture. It has been shared with the consortium and discussed at the 10th Month 

General Assembly in Rome at INNOVA’s premises. 

 

Figure 4 Architecture definition methodology 

3.1 Consortium partners meetings 

Meetings with an involvement of consortium partners responsible for the platform build / development tasks have been 

done both physically and online. 

Table 1 shows all these meetings done with consortium partners.  
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Meetings Topic Partners involved 

1st physical meeting 
30th of January 2018 - Manno 

WP1 and Task 1.4 introduction and 
presentation 

HOLONIX; IBM; INESC; 
INNOVA; SINTEF; SUPSI 

2nd physical meeting  
23rd of May 2018 - Porto 

T1.1; T1.2; T1.3 definition  these 
tasks are input to T1.4 

HOLONIX; IBM; INESC; 
INNOVA; SINTEF; SUPSI 

3rd physical meeting  
21st of September 2018 - Milan 

Platform Architecture preliminary 
design. First draft. 

HOLONIX; INNOVA; SUPSI 

1st web meeting  
2nd of October 2018 

WP1 management: status of activities, 
possible doubts and issues. 

HOLONIX; SINTEF; SUPSI 

2nd web meeting  
6th of October 2018 

WP1 management: status of activities, 
possible doubts and issues. 

HOLONIX; SINTEF; SUPSI 

4th physical meeting  
30th of October 2018 - Rome 

MANU-SQUARE platform reference 
framework proposal. 

HOLONIX; IBM; INESC; 
INNOVA; SINTEF; SUPSI 

Table 1 Consortium partners meetings recap 

During meetings discussions about tools, software components, ownership and proposal of architecture have been 

done. 

After the first three physical meetings a template has been created to try to sum up all the necessary information of each 

specific tool and software components. As soon as each partner filled its template, one-to-one meetings have been 

organized to discuss about doubts and possible issues. 

3.2 Template definition and completion  

Table 2 represents the template shared with partners to collect information and requirements to define architecture and 

relationship between the different tools. Partners provided a general description of the tools, as well as a list of high-level 

functional and non-functional high-level requirements. A “functional” requirement explains a behaviour of the tool, while 

“non-functional” requirement explains specific criteria to be used to judge the operation of the system. 

Part of this description also involved the characterization of data flows for each of the tools: other tools and software 

components that are expected to serve as inputs and use outputs, and formats for these inputs and outputs. An initial 

technical specification has been done for technologies and data exchange formats, with semantic infrastructure data 

storage and knowledge representation. 

Tool  

Partner  

Tool general description  

High-level functional 
requirements 

Examples: calculations, technical details, data manipulation and processing, and other specific functionality 
that define what the tool is supposed to accomplish 

High-level non-functional 
requirements 

Examples: safety, security and usability, testability, maintainability, extensibility, scalability… 

Inputs  

Outputs  
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Technologies/data 
exchange formats 
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ur

e Knowledge 
representation 

If the tool use semantic infrastructure to read/store the domain-specific knowledge, tool-specific knowledge, 
please provide details about the knowledge that has to be formally captured and made machine readable for 
your tool? 
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Data storage 
Which database technology the tool will use to persist the data? If you plan to use a semantic data store 
(triple store), explain the reasons for that? 

Constraints  
Table 2 Template to collect tools/SW Components information 

Considering DoA agreement, for tasks and ownership, the template has been distributed to the partners for each specific 

component / tool as shown in Table 3. 

Task Tool / Software components Owner 

2.1 – 2.2 – 2.3 – 2.4 Semantic infrastructure / Ontologies / 
Inference Rules 

INNOVA 

3.1 – 3.2 – 3.3  Blockchain infrastructure & IoT Service 
Integration 

IBM 

3.4  Ecosystem Data Manager HOLONIX 

3.5  Platform Interface and expansion SDK SUPSI 

3.5 User profiler INESC 

4.1  Matchmaking Tool SINTEF 

4.2  Reputation Mechanism  INESC 

4.3 Sustainability assessment layer SUSPI 

4.4 Unified flow for ecosystem 
orchestration 

SUPSI 

4.5  Open Innovation, Co-Design, Idea 
Management Tool 

HOLONIX 

Table 3 Tools and software components ownership 

3.3 One to one meeting 

One-to-one meetings have been organized by Holonix at the reception of filled template to discuss details of each 

specific tool. Main goal of these meetings has been the resolving of any doubts and possible issues of how to set up 

each tool and connections. After these one-to-one meetings, partners continued to update and improve the document to 

arrive into a final detailed description that would enable the tool and its connections with other tools into the architecture 

backbone. 

Meetings Topic Partners involved 

21st of September 2018 T3.5; T4.3: T4.4 HOLONIX; SUPSI 

1st of October 2018 T4.1 HOLONIX; SINTEF SUPSI 

4th of October 2018 T3.1; T3.2; T3.3 HOLONIX; IBM; SUPSI 

11th of October 2018 T2.1; T2.2; T2.3; T2.4 HOLONIX; INNOVA; SUPSI 

15th of October 2018 T3.5; T4.2 HOLONIX; INESC; SUPSI 
Table 4 One-to-one meeting details 

3.4 Holonix internal discussion with IT department 

Internal meetings with Holonix IT department to discuss possible configuration of MANU-SQUARE architecture, 

comparing with previous experiences and competences built during other European projects. 

Table 5 shows the date of meetings and the main topics. 

Meetings Topic 

1st internal meeting – 26th of September 2018 First draft of MANU-SQUARE architecture 

2nd internal meeting – 26th of September 2018 Comparison of MANU-SQUARE architecture with 
architectures of previous projects’ 

3rd internal meeting – 17th of October 2018 Final proposal version of first draft of MANU-SQUARE 
platform architecture (1st meeting) 

4th internal meeting – 18th of October 2018 Final proposal version of first draft of MANU-SQUARE 
platform architecture (2nd meeting) 

Table 5 Internal Discussion with IT department of HX details
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4 MANU-SQUARE REFERENCE PLATFORM COMPONENTS DESCRIPTION 
In this chapter a specific description, of each software component of the platform, is provided. All the components will be 

developed during WP2, WP3 and WP4 of the project, starting from the architecture backbone defined in Task 1.4, with 

all specifications and business process details of WP1 tasks. 

Figure 5 is a first representation of how the MANU-SQUARE platform will work. At first level, all the identified 

stakeholders are shown. They will access, through the web portal, all the available functionalities. Through the MANU-

SQUARE platform it will be possible to search for possible customers, providers, seller, supplier, products, services, etc.; 

it will be possible to look for a new manufacturing idea or solution; to analyse and monitor a specific process that could 

be a business one or manufacturing one, etc. 

The web portal will be in communication with the business layer which in turn will be composed by an API and a gateway 

orchestrator. The gateway orchestrator will be connected to the tools layer and will be responsible to orchestrate the 

tools and functionalities. 

The tools layer connects all components (tools) that will make possible the functionalities of the platform. The tools layer 

will be constantly in a communication with the ecosystem data manager that, together with the semantic infrastructure, 

will represent the data layer. The Blockchain platform will be overlaying both the tools and data layer levels. It’s still 

under discussion how to connect the Blockchain. There are two options on the table: one is to have it as a specific tool, 

which can be used by other tools if needed; the other is to connect it in all the scenarios and not only when wanted. 

Starting from Figure 5, each specific component / tool has been described and analysed to reach the reference platform 

architecture backbone, presented in § 5 of this document. Data security is under discussion to find the best solution to fit 

data integrity and identity management. 

 

Figure 5 High level schema of MANU-SQUARE architecture 

NOTE: All the examples provided in the specific sections of architecture components, will have to be re-modulated once 

business processes are defined and validated in Task 1.3. 
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4.1 Semantic infrastructure 

The semantic infrastructure comes from WP2 and T2.4. The partner in charge to develop it is INNOVA. The MANU-

SQUARE Core Conceptual Model (Ontology) for the ecosystem representation has been developed within the T2.1 and 

will be extended within T2.2 (industrial sectors) and T2.3 (area-specific). For these last activities INNOVA will be joined 

by SUPSI. 

Tool  

Partner INNOVA 

Tool general description 

The tool is meant to serve the MANU-SQUARE platform (i.e. all the others platform tools / 
services) with the following capabilities: RDF data storage and querying over structured domain 
ontologies or knowledge bases, semantic inferences based on area, service-specific rules, 
support for semantic matchmaking and discovery of various MANU-SQUARE resources including 
semantics descriptions of services, tools, suppliers, customers, etc. In other words, the semantic 
infrastructure will collect, describe and maintain the knowledge that is necessary to the other 
platform tools to implement added-valued, automatic processes.  

High-level functional 
requirements 

As part of D2.1, a first MANU-SQUARE core data model has been designed, covering the core 
concepts of MANU-SQUARE ecosystem, such as Stakeholders, Needs, Functionalities, Tools, 
Components and Services. The core data model has been designed and developed to be general 
and, thus, able to support the provision of all the platform functionalities, taking in consideration 
the industrial context in which the MANU-SQUARE platform will be applied, characterized by 
industrial plants, machines, tools, operators, resources, materials, etc., the different 
characteristics of the users that will use the platform (e.g. manufacturing companies, SMEs, start-
ups, etc…), and the tools that will access and use the data. 
Therefore, specific characterisation of the semantic infrastructure and underlying data model will 
be taken into consideration: 

(i) the specific application domain; 
(ii) the specific services/tools to support. 

The characterisation work will be part of T2.2 and T2.3 activities, in close collaboration with the 
partners providing the use cases.  
The following main functional requirements and elements for the semantic infrastructure, 
grouped by three main layers, will be implemented within the infrastructure: 

Lower services layer: 

 RDF Data Store for persistent storage and access to platform knowledge: both ontologies 
describing a specific context/domain and semantic descriptions of relevant services, 
contexts, facts, etc.  

 SPARQL endpoint for semantic querying and authoring of semantic descriptions and 
ontologies within the RDF Data Store. 

 Rule Engine for inferencing on semantic descriptions and ontologies within the RDF Data 
Store. 

 
Enhanced services layer 

 Semantic discovery of available platform tools and subscribed manufacturing services based 
on their semantic descriptions. 

 Knowledge exploration: i.e. get knowledge descriptions about a given topic (e.g. type of 
service, environmental issue, etc.) by exploiting available domain ontologies and rules.       

 User forms fulfilment support: similarly to the previous service, ontology and rules can be 
used to guide users in annotating the respective service and profile descriptions; e.g. by 
suggesting terms to use in the fields and by adapting forms to a given context / domain. 

 Multilanguage support: ontologies can be used to link and harmonize terms and concepts 
between different languages. In this way, service providers and consumers can use their 
own language to respectively describe and search services. 

 
Interface layer 

 All main services at the enhanced and lower services layers will be accessible via HTTP 
REST interface, through the Ecosystem data manager. 

 UI to support authoring of domain ontologies to introduce concepts / relations / rules to be 
used in a specific scenario / service. 

High-level non-functional The following non-functional requirements have been identified for driving the selection of the 
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requirements semantic descriptions representation language and supporting technology. 

Standard language and interoperability. MANU-SQUARE will be dealing with an industry and one 
key element for industries to adopt a new technology, such in MANU-SQUARE, is the use of 
standards. If the MANU-SQUARE ontology will follow a standard language representation, then it 
could be better accepted by the industry. 
Reusability. MANU-SQUARE does not want to reinvent the wheel. As introduced above, other 
manufacturing and industrial ontologies are available, with manufacturing domain concepts (e.g. 
process, resource, items) and domain-independent concepts (e.g. quantities and unit of 
measures) applicable to MANU-SQUARE. Therefore, whenever is possible and system 
requirements clearly state the need, the project should aim to reuse existing ontologies, trying to 
reduce as much as possible the (most likely necessary) adaptations / customisations. To be 
feasible to reuse existing ontologies or to align MANU-SQUARE ontologies with them, the 
MANU-SQUARE ontology has to be based on the same ontology language as other ontologies. 
Shareability and Extensibility. MANU-SQUARE is a R&D project with precise budget and 
resource allocation, thus, the creation of an ontology that covers all possible domains / services is 
out of the scope. The project has to develop a core set of conceptual models and a set of 
methodologies and tools to progressively extend and adapt such a core representation to multiple 
settings. The project will demonstrate the core representation in a few selected use-cases; but 
then third parties should be able to start from the project outputs and derive new representations. 
Therefore, the selected ontology language, as well as the associated tools and development 
methodologies, should be able to consistently describe and specify any element of a current or 
future system or the systems in its entirety including its concepts, relationships, processes, 
interactions and interoperation and must work across the different organisation levels. This must 
include new concepts or types of relationship. 
Open source and costs. Linked to the previous point, but more focused on the tools (software) 
that will manage the MANU-SQUARE ontology, the project aims to deal with the open source and 
free of costs licences. This can be seen from these perspectives:  

 The project aims to use existing open source solutions to develop MANU-SQUARE 
modules and services; in this way, the MANU-SQUARE platform can benefit of existing 
communities around of open source projects.    

 The project aims to deliver open source tools to facilitate the future exploitation of 
developed tools. This approach is also linked to the idea of creating a specific 
community around the envisioned MANU-SQUARE platform. 

 In addition, it should be considered that one of the key stakeholder groups of MANU-
SQUARE is SMEs, which have limited resources and thus cannot invest a lot on (not 
core) new technologies. The use of open source can indeed address the cost barriers 
for them. 

Scalability. MANU-SQUARE aims to become a B2B cloud platform facing with many customers 
across Europe. In this context, the scalability aspect is a key element to take into consideration. 
This affects all architectural elements of the platform and, consequently, also the semantic layers 
and thus ontology language / framework decision. And there is trade-off between highly 
expressive languages and computational speed. The actual need for complex inferences and 
reasoning (and thus highly expressive languages) in the project scenarios and platform services 
should be carefully taken into consideration. 
Following these requirements, the RDFS and OWL Lite language from the Semantic Web 
technology stack are chosen as a representation language for the MANU-SQUARE Core 
ontology. Clearly, RDFS and OWL are standard languages, supported by the W3C community. 
There are open source, free-of-cost, and mature tools for RDF, RDFS and OWL ontologies and 
data management. Existing industrial ontologies are based on RDFS and OWL. Even the 
scalability may be adequately addressed in the future, as there are commercial tools that, 
comparing to some free-of-cost tools, claim to provide better performance and scalability for the 
reasoning and querying over the RDF-based knowledge graph database. 
In terms of baseline technologies, a final decision has not been taken yet. Commonly used open 
source tools are available; e.g.: APACHE Marmotta (http://marmotta.apache.org/) or Open 
Semantic Framework (http://opensemanticframework.org/ ). The final decision will follow once 
functional requirements will be completed.    

Inputs 

For Semantic discovery: service request according to the defined data model. 
For Knowledge exploration: a term (or list of terms) to be inspected in the ontologies 
For User forms: a form ID to be supported by the ontologies 
For Multilanguage support: a term (or list of terms) to be harmonised  

http://marmotta.apache.org/)
http://opensemanticframework.org/
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For SPARQL endpoint: a SPARQL query in string format. 
For Rule Engine: new rule(s) to be added. 
For RDF Data Store: new instances/ontology elements to be created. 

Outputs 

For Semantic discovery: list of available services (and their descriptions) matching the request. 
For Knowledge exploration: list of terms and relations (e.g. a graph) explaining the input term(s) 
For User forms: list of terms (taxonomy) to be used in the form and a structure (e.g. a tree) to 
drive the form fulfilment  
For Multilanguage support: list of corresponding terms in the supported languages  
For SPARQL endpoint: result of the SPARQL query (i.e. a list of instances/facts) 
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Consumer 
The Ecosystem Data Manager will access the Semantic Infrastructure services by addressing 
specific requests coming from all Platform Tools. 

Provider 
The Ecosystem Data Manager may feed the semantic infrastructure with new knowledge derived 
by e.g. the analysis of platform services. In this way new patters (semantic descriptions) and 
rules might be created in the semantic infrastructure. 

Technologies/data 
exchange formats 

 RDF – OWL as semantic data format  

 APACHE Marmotta (http://marmotta.apache.org/) or Open Semantic Framework 
(http://opensemanticframework.org/ ) as backbone for the semantic infrastructure 
(lower services layer: RDF data store, SPARQL endpoint, Rule Engine) 

 Java services for enhanced services layer 

 HTTP REST APIs as main interface  

 JSON as interchange format between the semantic infrastructure and the rest of the 
platform. 
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Knowledge 
representation 

N/A 

Data storage N/A 

Constraints 
The semantic infrastructure is best suited to manage data that do not quickly evolve in time. 
Dynamic data streams (e.g. platform messaging) will be managed by the Ecosystem Data 
Manager. 

Table 6 Semantic infrastructure characterization form 

4.2 Blockchain infrastructure & IoT Service Integration 

The Blockchain infrastructure and IoT Service Integration will be in charge to IBM, within T3.1, T3.2 and T3.3. It’s still 

under discussion, in the consortium, the definition of how to best integrate the Blockchain in the platform. The first option 

is to have the Blockchain as a specific tool and to involve it only in some specific scenarios; the second option is to have 

in all the scenarios an integration of the Blockchain. 

Tool  

Partner IBM 

Tool general description 
Infrastructure for running Blockchain based systems, including the integration of IoT data as 
driving Blockchain transactions. 

High-level functional 
requirements 

Provide a Blockchain based infrastructure for the execution of smart contracts among different 
companies. The infrastructure should provide a shared ledger which is replicated among all the 
designated participants in the consortium; should support privacy, such that information is shared 
only among the intended participants; should support smart contracts as input logic into the 
system. The shared ledger is immutable, such that data stored therein cannot be tampered with 
at a later point in time. 

High-level non-functional 
requirements 

The Blockchain infrastructure should provide assurance for provenance, immutability, and finality, 
by assuring that only mutually agreed upon transactions become part of the ledger, and once a 
transaction is inserted to the shared ledger it cannot be erased or modified in any way. It is 
always possible to track back through the Blockchain structure all previous states of specific 
items. Thus, being cryptographically secure, the shared ledger is updated by consensus and 
becomes an immutable and indelible record of all transactions. 
Trust is enhanced via the properties of the technology provided. 

http://marmotta.apache.org/)
http://opensemanticframework.org/
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Inputs Events which trigger transactions via established smart contracts 

Outputs List of transactions cryptographically linked in respective blocks. 
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Consumer 

Every component that requires a trusted shared ledger to perform transactions among a group of 
participants. Can be used for monitoring of the execution of an agreed upon contract between 
entities. For example, the negotiation process can be recorded in the Blockchain as evidence, 
and the monitoring of the movement of physical objects can be recorded as well in real-time. 

Provider 
Blockchain based platform for supply chain workloads based on Hyperledger Fabric 
(https://www.hyperledger.org/projects/fabric) 

Technologies/data 
exchange formats 

The main interaction mode with this component shall be via a REST interface, which will enable 
the triggering of transactions to be recorded on the Blockchain for changes of state be it by IoT or 
other kinds of devices. Output shall be available via a REST interface as well and will consist of 
queries to assets which are accessible by the specific client caller. 
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Knowledge 
representation 

The Blockchain infrastructure does not require a specific data model for its operation; items 
stored in the Blockchain are opaque to the infrastructure itself. Agreement on the semantic 
representation should be made at a higher level between the multiple users of a Blockchain 
network. Namely the providers of data to drive Blockchain transactions, and the readers of that 
data (via the query mechanism supplied), should have a mutual agreement as to the data 
representation. 

Data storage 

Blockchain uses its own data store, and is viewed externally as a shared ledger. 
The consortium owns the data store, which is provided as a part of the Blockchain backbone 
infrastructure, and will be provided by IBM. Data of the project pilots shall be deleted at the end of 
the project. 

Constraints N/A 
Table 7 Blockchain infrastructure & IoT Service Integration characterization form 

4.3 Ecosystem Data Manager 

The Ecosystem Data Manager will be developed within the task T3.4 by Holonix. 

Tool  

Partner Holonix 

Tool general description 

The Ecosystem Data Manager definition will be validated once the business process is described in 
detail. It might have different usage and functionalities. At the current stage, it is supposed to 
operate as a gateway from the upper layers (business and tool layers) to the semantic 
infrastructure, non-semantic data storages (e.g. SQL databases) with interaction with Blockchain 
component, enabling the most appropriate communication channels. 
Moreover, if after business process validation the requirement to connect legacy systems of end 
users to MANU-SQUARE platform will emerge, the Ecosystem Data Manager could be considered 
as an access point for data. 

High-level functional 
requirements 

 Access channel to semantic infrastructure, with the eventual possibility to define to query 
or not the semantic infrastructure; 

 A shared repository for the entire MANU-SQUARE platform to share data that could not 
be managed by the semantic infrastructure; 
A messaging queue system to distribute useful information to services (this possibility is 
partially in contrast with the service architecture approach); 

 An adapter through the RDF part of the semantic model and the services’ system (HTTP 
REST) present in all the architecture levels; 

 An access point for data from legacy systems of end users. 

High-level non-functional 
requirements 

Performance, scalability, security 

Inputs To be defined according to business process definition and specific requirements of the other tools. 

Outputs Semantic infrastructure and Blockchain required data 
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Consumer 
Business layer as Gateway Orchestrator and Tool layer as Unified Flow Ecosystem Orchestrator; 
Matchmaking Tool; Sustainability Assessment Layer; Idea Management Tool; User Profiler and 
Reputation Mechanism. 
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Provider Semantic infrastructure and Blockchain 

Technologies/data 
exchange formats 

HTTP API based on REST and eventually RPC paradigms. Data will be exposed preferably in 
JSON format and eventually XML will be also supported. 
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Knowledge 
representation 

Not already defined. At the moment it’s a UML class model.  

Data storage 
At the moment it’s not already defined, for infrastructural needs a relational database will be present 
(MySQL). 

Constraints Proper exploitation of the Blockchain needs to be explored and possible issues will be analysed. 
Table 8 Ecosystem Data Manager characterization form 

4.4 Platform interfaces and Expansion SDK 

The web portal will consider all the MANU-SQUARE platform functionalities as they have been defined within task 1.2. 

The web portal itself will be developed within T3.5 by SUPSI. 

Tool  

Partner SUPSI 

Tool general description 

To provide interfaces both intended as a platform expansion point for external tools and intended 
as web pages for allowing users to interact with the platform. 
According to the architecture depicted in the Figure 5, the API component allows the web portal to 
access to the high-level functionalities provided by the MANU-SQUARE platform. Those high-level 
functionalities (defined within the task T1.2) trigger different business processes (defined within 
that task T1.3) managed by the Gateway Orchestrator. Business process are composed by a set of 
tasks (connected according to a certain logic) where, each of them, involve specific functionalities 
provided by tools (developed within the WP4) belonging to the tools layer. 

High-level functional 
requirements 

GUIs (in Figure 5, it is named as “Web Portal”): Graphical User Interfaces intended as the set of 
web pages for allowing stakeholders to exploit the platform functionalities. 
API: software interfaces meant to represent the access point to the backend of the platform. It will 
provide a set of REST API used both by GUIs, introducing a further decoupling point, and by 
external applications (ERP, PPS, etc.) with the aim to allow them to exploit the MANU-SQUARE 
services. In order to do this, the software components meant to expose the API will be also 
responsible for managing the sequence of invocations of the WP4 tools functionalities, playing a 
role of gateway. 

High-level non-functional 
requirements 

Security, scalability, performance. 

Inputs 

GUI: end-user interaction. 
API: functionalities (and related data) invoked by the Web Portal according to the exploited 
functionality. 
Gateway Orchestrator: events (and related data) that trigger the execution of business processes. 

Outputs 
GUI: results obtained by the execution of the MANU-SQUARE functionalities. 
API + Gateway Orchestrator: results obtained by the execution of business processes. 
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Consumer 
GUI, external applications (ERP, PPS, etc.) interested in integrating with the MANU-SQUARE 
platform. 

Provider 
Ecosystem Data Manager, Sustainability Assessment Layer, Reputation Mechanism, Unified Flow 
Ecosystem Orchestrator, Open Innovation Co-design and Idea Management Tool. 

Technologies/data 
exchange formats 

The following technologies are envisaged: 

 Web GUI: to be defined (technologies like Angular, JavaScript, HTML, CSS, etc.).  

 Exchange format between Web Portal and the Business Layer 
o Query: HTTP Rest API 
o Example: searchByCapacitySharing  



D1.4 – Reference platform architecture 

MANU-SQUARE  20 761145 

o Result: JSON 

 Exchange format between Business Layer and the Tool Layer 
o Query: HTTP Rest API 
o Example: checkCompaniesEquipments 
o Result: JSON 

S
em

an
tic

 

in
fr

as
tr

uc
tu

re
 

Knowledge 
representation 

APIs will represent the interface of the Gateway Orchestrator component which will exploit, in turn, 
the tools’ functionalities. 

Data storage 
It is not responsible for providing data storage. This will be done by interfacing with the Ecosystem 
Data Manager, responsible of the semantic and non-semantic organization of the data. 

Constraints No constraints have been identified. 
Table 9 Platform interfaces and Expansion SDK characterization form 

4.5 User profiler 

The User Profiler will be developed by INESC, within T4.2. 

Tool  

Partner INESC 

Tool general description 

To aggregate detailed information regarding platform users & stakeholders which will in turn be 
used to fuel services like the matching algorithm and the reputation mechanism. 
The User Profiler will also act as the first point of contact between MANU-SQUARE users after 
the matchmaking process, providing a description and outline of each user’s market sector and 
activities, as well as relevant performance indicators provided by the Reputation Mechanism (ex. 
average lead time). 

High-level functional 
requirements 

Collect user data for the matchmaking & reputation services; generate web pages based on 
stored data about each actor; allow actors to edit their own profile with business descriptions 
and update profile information based on user usage history. 

High-level non-functional 
requirements 

Performance, scalability and security 

Inputs 
GUI: Detailed user information 
API: User KPI’s from the reputation mechanism 

Outputs API: Access to user information 
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Consumer MANU-SQUARE Platform GUI; Matchmaking Tool and Reputation Mechanism 

Provider 
Reputation Mechanism; Matchmaking Tool; certifications management and Ecosystem Data 
Manager 

Technologies/data exchange 
formats 

Exchange Format between other SW components: 

 Query: HTTP API 

 Result: JSON 
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Knowledge 
representation 

Stakeholder Model (Semantic Infrastructure) 

Data storage Generic SQL database for the storage of actor’s descriptive information 

Constraints No constraints have been identified. 
Table 10 User Profiler characterization form 

4.6 Matchmaking Tool  

The matchmaking tool and algorithm will be developed by SINTEF in T4.1. 

Tool  

Partner SINTEF 

Tool general description The Matchmaking Tool aims at providing match making between the demand and supply of 
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different stakeholders’ capacities, materials and know-how available in the MANU-SQUARE 
ecosystem, incorporating a matchmaking algorithm. 

High-level functional 
requirements 

The Matchmaking Tool is supposed to provide the following functionalities: 

1. identification of the supply capacities (e.g. material, know-how, waste/bi-product) 
2. identification of demand for the available capacities in the ecosystem both intra- and 

cross-sectorial, corresponding the available supply capacities with identified demand 

3. ecosystem optimization, ensuring the optimum (e.g. economically viable) value chain 
configuration 

4. indication of relevant business or market opportunities for unused capacities 

High-level non-functional 
requirements 

Adoption volume by relevant stakeholders (providers and customers), accessibility to target 
markets and large number of potential customers, tracing and tracking of the business activity 
for secured and trusted business, information security 

Inputs Supply capacities and characteristics, demand characteristics, and value chain information. 

Outputs Matchmaking of supply and demand 

R
el

at
ed

 M
A

N
U

-

S
Q

U
A

R
E

 T
oo

ls
 a

nd
 

S
W

 c
om

po
ne

nt
s 

Consumer Search 

Provider User Profiler (Reputation), Semantic Infrastructure, Ecosystem Data Manager 

Technologies/data exchange 
formats 

Potentially we will need: 

 Exchange Format between Ecosystem Data Manager and Matchmaking Tool. 
o Query: HTTP API 
o Example: Company X requires 500 of Material Y 
o Example of attributes: Quantities, Materials, Goods, Company Information, Cost  
o Result: XML 

 Exchange Format between Semantic Infrastructure and Matchmaking Tool. 
o Query: HTTP API 
o Example: Common concept for two terms from different domains 
o Result: XML 

 Exchange Format between User Profiler and Matchmaking Tool 
o Query: HTTP API 
o Example: User reputation level 
o Result: XML 

 Matchmaking Query Interface 
o HTTP API, XML 
o Example: 2 matches found (with ranking) 

 Matchmaking Feedback Interface 
o HTTP API, XML 
o Example: Conversion rate or feedback matching was not useful 
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Knowledge 
representation 

Potentially we will need: 

 Language model (Machine Learning possibility, Semantic Infrastructure) 

 Terminology models (Machine Learning possibility, Semantic Infrastructure) 

 Domain model (Machine Learning possibility, Semantic Infrastructure) 

 Location/spatial model (Machine Learning possibility, Semantic Infrastructure) 
Attributes of exchange units (i.e. production capacity, know-how capabilities, waste/by-product, 
technology capabilities) 

Data storage 
 Generic SQL database for feedback on matches (for use in machine learning) 
 Specific storage (to be decided) for machine learning models and ranking model 

parameters 

Constraints 
Potential constraints are information sharing concerns of the stakeholders, and volume of 
transactions 

Table 11 Matchmaking Tool characterization form 
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4.7 Reputation Mechanism 

The Reputation Mechanism will be in charge of INESC within T4.2. 

Tool  

Partner INESC 

Tool general description 

Lack of information about third parties may hinder transactions, as firms are typically 
distrustful of unknown entities with no past information. One way of minimizing such fears is 
to have a reputation mechanism that collects meta-data of past transactions and builds a 
trust score in the same fashion as banks calculate a credit score prior to giving credit. 
The reputation mechanism will be used to calculate a supplier reputation score that 
combines both objective indicators, such as completed transactions, compliance with the 
terms established by both parties, lead times, quality assurance, and so on, and subjective 
feedback users leave on the platform, similar to eBay or Amazon. 
However, since many suppliers will have no previous history on the platform, a bootstrap 
mechanism will have to be implemented to estimate a standard score. To do so, we will use 
a mechanism for first confirming the supplier is the entity it says it is. Also, for those cases 
where real information does not provide enough trust (an unknown firm somewhere) we will 
use prediction markets for calculating a transaction default risk (and for firms to hedge 
against risk), for which individuals with private information of that unknown entity can use to 
bet against (and make a profit). 
This will improve the feeling of trust in the marketplace, enhancing adoption of the platform 
while also fostering better quality of the services provided by the users, thus mitigating the 
risk associated with the partial control that the platform’s owner has over the exchanged 
business items. 

High-level functional 
requirements 

Interface with other platform services to gather data, such as external websites and email 
(proof of ownership). 
Look at past transaction data and infer performance indicators. 
Weigh the different performance indicators to build a reputation score. 
Compare reputation score among similar suppliers. 
Establish a stable data structure for data exchange. 

High-level non-functional 
requirements 

Ensuring the scalability and efficiency of the algorithm. 
Ensuring the reproducibility of results. 
Ensuring the interoperability of the tool with other services. 
Providing tool documentation. 

Inputs 

The inputs of the tool can be divided into objective and subjective measures, and also 
financial (the ones arising from the prediction market). 

 Objective measures are the ones gathered automatically by the platform by looking 
at past transactions, and include on-time lead times, quality of products, quality / 
price ratio, and so on. 

 Subjective feedback is also a crucial part in the trust building process between 
different stakeholders and the platform itself and as such is also a main input of the 
tool. 

 The prediction market will help in assorting those cases where no previous track 
record can be obtained, and will be used to estimate a standard score as well as 
for hedging against risk. 

Outputs 
The main output of the reputation mechanism is a numerical overall reputation score for each 
of the platform’s actors, as well as an individual score for each of the typical operational 
metrics: lead time, delivery on time, compliance with contract clauses, and so on. 
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Consumer 
Outputs of the tool will be used in the Matchmaking Tool and in the User Profiler, powering 
all the resource finding and sharing services. 

Provider 
The tool relies on the Blockchain infrastructure and User Profiler to gather all the necessary 
information, as well as on a prediction market to capture private information over unknown 
parties. 
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Technologies/data exchange 
formats 

Standard technologies and data exchange formats will be used for communication with both 
the Blockchain infrastructure and the remaining services: REST API requests in JSON 
format will allow for the communication with the Blockchain, and standard language 
connectors & APIs should account for the communication with other services. The 
Reputation Mechanism is going to need to make requests to other tools in order to gather 
data and it will also receive requests from other tools to provide the reputation of an actor. 
For example: 

1) Request to other tools  gather the lead times from Supplier1 to calculate mean 
lead time; 

2) Received request  mean lead time for Supplier1 
 

 Reputation Query Interface 
o HTTP API, JSON, XML 

 

 Output Exchange Format 
o Query: HTTP API 
o Result: XML, JSON 
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Knowledge 
representation 

In accordance with the MANU-SQUARE core ontology, the Reputation Mechanism output 
translates to the Reputation core concept, and can be used to describe a subject, through 
the has Reputation property. 
Example: Stakeholder1 (subject) has Reputation (predicate) 3.25 (object) 

Data storage 
The Blockchain should be used for the storage of reputation due, mainly, to its traceability 
and automated trusted processes. 

Constraints 
Given the nature of a reputation mechanism, the accuracy of the algorithm is directly tied to 
each actor’s level of involvement in the platform. The number of data points available for 
each actor becomes crucial for reliability of the tool’s output. 

Table 12 Reputation Mechanism characterization form 

4.8 Sustainability Assessment Layer 

In T4.3 the Sustainability Assessment Layer will be in charge of SUPSI. 

Tool  

Partner SUPSI 

Tool general description Calculates the environmental impacts of the described resources. 

High-level functional 
requirements 

 Calculation of the environmental impacts. 

 Interfacing with the most common sustainability databases like Ecoinvent. 

 Integration with IoT devices in order to gather updated data of the production 
machines like the energy consuming (this last requirement still has to be further 
evaluated). 

High-level non-functional 
requirements 

Scalability, real-time calculation, data sovereignty. 

Inputs 
Manufacturing operations, companies, energy mix, company location, equipment data, 
energy mix, data coming from databases like Ecoinvent, Life Cycle Inventory and CPM 
database. 

Outputs Sustainability indicators like Global Warming Potential. 
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Consumer Unified Flow Ecosystem Orchestrator, Platform backend. 

Provider Ecosystem Data Manager. 

Technologies/data exchange 
formats 

The following technologies are envisaged: 

 Exchange format between Business Layer and Sustainability Assessment Layer 
o Query: HTTP Rest API 
o Example: calculateSustainabilityAssesment for Company X 
o Result: JSON 

 Exchange format between Sustainability Assessment Layer and the Ecosystem 
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Data Manager 
o Query: HTTP Rest API 
o Example: retrieveCompanyLocation (in order to calculate transportation 

costs) 
o Result: JSON 
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Knowledge representation Description of the equipment, as well as the description of manufacturing processes. 

Data storage 
It is not responsible for providing data storage. This will be done by interfacing with the 
Ecosystem Data Manager, responsible of the semantic and non-semantic organization of 
the data. 

Constraints No constraints have been identified. 
Table 13 Sustainability Assessment Layer  chracterization form 

4.9 Unified Flow Ecosystem Orchestrator 

The business processes behind the provided functionalities will be defined within the task T1.3 by SINTEF, while SUPSI 

will develop the gateway orchestrator and the provided API within the task T3.5. 

Tool  

Partner SUPSI 

Tool general description 

The Unified Flow Ecosystem Orchestrator is responsible for the promotion and sustainable 
use of resources. It is a multi-layer optimization tool that coordinates the MANU-SQUARE 
ecosystem promoting an efficient use of resources, minimizing at the same time the 
environmental impacts related to the on-going activities. The tool is meant to analyse the 
needs of the different companies belonging to the manufacturing network and propose an 
ecosystem reconfiguration that matches the availability of resources and services while 
optimizing their use as well as the environmental performances of the ecosystem as a 
whole. 

High-level functional requirements 

 Optimizing search for resources based on environmental sustainability parameters. 

 Defining the optimal MANU-SQUARE ecosystem configuration through the use of an 
environmental-related multi-objective function. 

 Rank suppliers optimizing the MANU-SQUARE ecosystem performances (and not the 
single transaction ones).  

High-level non-functional 
requirements 

Scalability, usability.  

Inputs 

 Search parameter like equipment, resources, costs, due date. 

 Service / suppliers / resources sustainability performances (from Sustainability 
Assessment Layer). 

 Involved stakeholders’ reputation. 

Outputs 
List of suppliers interested in sharing capacity/resources ranked adopting an ecosystem 
optimization point of view according to a set of environmental KPI. 
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Consumer MANU-SQUARE Platform GUI and Business Layer 

Provider 
Ecosystem Data Manager: data coming from the Sustainability Assessment Layer and 
made available through the Ecosystem Data Manager. 

Technologies/data exchange 
formats 

The following technologies are envisaged: 

 Exchange format between Business Layer and Unified Flow Ecosystem 
Orchestrator 

o Query: HTTP Rest API 
o Example: optimize transportation costs for Company X 
o Result: JSON 

 Exchange format between Unified Flow Ecosystem Orchestrator and the 
Ecosystem Data Manager 

o Query: HTTP Rest API 
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o Example: findSupplierNear Company X 
o Result: JSON 
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Knowledge representation 
This tool will access the whole semantic data representation in order to provide optimized 
searches. 

Data storage 
It is not responsible for providing data storage. This will be done by interfacing with the 
Ecosystem Data Manager, responsible of the semantic and non-semantic organization of 
the data. 

Constraints No constraints have been identified. 
Table 14 Unified Flow Ecosystem Orchestrator characterization tool 

4.10 Open innovation, Co-design Idea Management Tool  

Open innovation, co-design and idea management tool will be developed by HOLONIX in T4.5. 

Tool  

Partner HOLONIX 

Tool general description 

The open innovation tool will support all companies that use MANU-SQUARE platform to 
receive feedbacks, suggestions and possible solution each time they will need. They will be 
enabled to ask for an idea or to start a new discussion about a topic with all the actors with 
whom they want to share their issues. All functionalities of IDEA MANAGER, a tool developed 
by Holonix, will be used, modified and customized based on MANU-SQUARE needs. The idea 
is to define a “communication” between IDEA MANAGER and the Matchmaking Tool to directly 
create a discussion and a request on the tool each time the match making algorithm doesn’t find 
a possible connection between demand and supply on the platform. IDEA MANAGER will 
enable new discussions and new business possibilities. It will communicate once again with the 
platform to return new ideas born on it. Moreover, all actors on the platform will have the 
possibility to use IDEA MANAGER to exchange opinions and idea internally in their company or 
with a selection of stakeholders they would like to, using directly the tool. 
The use and insertion of IDEA MANAGER tool in the MANU-SQUARE architecture is not yet 
defined as a final solution, it’s under definition. 

High-level functional 
requirements 

 Interaction with Matchmaking Tool 

 Topics insertion to be discussed 

 Generation of solution starting from match making topics and issues 

 Insertion of questions 

 Definition of community with whom to share topics 

 Reception of suggestions and ideas 

 Communication on the IDEA MANAGER tool, with exchange of opinions and 
possibility to vote 

High-level non-functional 
requirements 

 Stakeholders’ involvement 

 Stakeholders’ data privacy 

 Stakeholders’ idea privacy 

 Good number of stakeholders to take part to Idea Manager discussion 

Inputs 
Reception of an issue to be solved from the match making algorithm 
Reception of a question, an idea from innovators who want to share opinions and to receive 
feedbacks 

Outputs Solution or new idea about a use of a product or a new provider / customer 
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Consumer Gateway Orchestrator and users who will direct use the tool through their already existent GUI. 

Provider Ecosystem Data Manager and Blockchain. 

Technologies/data exchange 
formats 

JAVA Web Application exposing a REST API to a HTML 5 front end. 
Data exchange: REST API with Jason format. 
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Knowledge 
representation 

Not yet defined. At the moment it’s a class model. 

Data storage MySQL 

Constraints 
Possible issues in communication with match making algorithm technologies and logics 
Possible issues in communication related to MANU-SQUARE platform technologies 
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5 REFERENCE PLATFORM ARCHITECTURE 
This chapter outlines the reference platform architecture at technical level. 

5.1 Technical level 

Figure 6 represents the UML schema of the MANU-SQUARE architecture. In this schema it’s possible to identify Web 

Portal Level, Business, Tools and Data layer as reported in Figure 5. 

All connections between components are here showed as described in § 4 of this document. 

 

Figure 6 Component diagram of the global architecture 

The global architecture of the MANU-SQUARE that emerges from the combination of all the components is a service 

oriented architecture, with components talking each other as they need. 

The all-around accepted interface for all the components is HTTP REST based, with some variations in regards of path 

structuring and data encoding; in the further steps of the project, the possibility to better harmonize the conventions 

adopted by the various components providers will be explored. 

Considering the number of inter connections they have, the Gateway / Orchestrator from SUPSI, the Ecosystem Data 

Manager from Holonix, the Blockchain infrastructure from IBM and the Semantic infrastructure from Innova are playing a 

central role within the architecture. 
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5.2 Components insight 

Given the amount of components involved, their complexity and considering that components themselves are using sub-

components, a good understanding of the role they play is critical for a successful continuation of the project. Therefore, 

an effort must be carried out to provide and circulate as much detail as possible about the components’ internal structure 

and what parts of this internal structure are exposed as interfaces within the MANU-SQUARE platform, especially for the 

central components identified in the previous section. 

5.3 Deployment architecture and integration 

The emerging MANU-SQUARE architecture is made of many components, each with its dependencies needed to run 

correctly, in strict communication each other. 

The integration process of the components both at development time and at deployment time will be one of the 

challenges of the project and subject of dedicated tasks within the project. To ease the integration task, the 

“containerization” approach of the components has being discussed, as it will support proper integration, testing where 

required, and can act as an enabler of the scalability requirement expressed by many of the component providers. 

As it is widely adopted, supported and more or less known to all component providers, Docker is the tool suggested to 

support the containerization. By using Docker an operating system level virtualization is achieved, so that the 

applications runs in an isolated environment (container), bundled with the required tooling and libraries; and relying on 

well-defined communication channels between the various containers and the outside world. 

Therefore, it will be a requirement to provide the components of the MANU-SQUARE platform as Docker images. 

Components that for technical reasons cannot be brought into Docker images will need to provide to the consortium an 

always accessible instance for development and testing. 

New meetings with partners to discuss in depth about the use of the Docker are going to be set up in next months to 

have a final decision by the validation architecture in D4.6. 

5.4 Possible architectural evolutions 

During the discussion with the component providers, the need for distributing a live feed of the components elaboration 

results has emerged. 

While this is a relevant change in regards to the originally agreed architecture, the possibility to introduce a publish / 

subscribe messaging system is worth evaluating in response to this need, as it will probably be the most appropriate 

communication scheme in some of the evaluated scenarios. 

In such a case, the Ecosystem Data Manager would be the natural fit to host a messaging system. Depending on the 

technology stack chosen, it might be possible to encapsulate the protocol supported by the messaging system with a 

HTTP REST interface, preserving a service façade approach. 
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6 SECURITY 
The MANU-SQUARE platform will address the security issue from different perspectives, to ensure: 

 Confidentiality - preventing unauthorised entities from accessing sensitive data on the platform 

 Authenticity - securely identifying acting entities on the platform 

 Integrity - protecting data from unauthorized modification 

 Availability - protecting against downtimes caused by cyberattacks or system faults 

The MANU-SQUARE platform will implement standard complying security measures (e.g. GDPR) that, combined with 

information on policies and data treatments, will contribute to the creation of trust between users and the platform. 

6.1 Identity Management 

The architecture will include a component dealing with single sign-on (SSO), identity brokering, user federation and 

related administration functionalities. 

Such component will respond to the authentication and authorization requirements by: 

• Requiring user credentials (e.g. username and password), to establish identity; 

• Specifying a process for resource owners (users) to authorize access to their resources without sharing their 

credentials; 

• Providing integration workflows with this identity management component for the remainder components of the 

MANU-SQUARE platform and proper methodology, the confidentiality requirement can also be partially 

addressed. 

The authentication and authorization issues are usually addressed by service-oriented architectures implementing 

“industry standards” such as: 

• OAuth 2.0: a standard that applications can use to provide “secure delegated access”; it works over HTTPS and 

authorizes devices, APIs, servers, and applications with access tokens rather than credentials. 

• OpenId Connect: extendes the OAuth 2.0 by providing user authentication and SSO functionality 

These standards are well-established, supported and widely adopted, and as such it will be recommended to adopt an 

identity management component adhering to them. 

6.2 Data integrity 

Data flows between all the public facing components of the MANU-SQUARE platform should be done over HTTPS - 

HTTP over Transport Layer Security (TLS), in order to ensure data integrity at the communication level. 

Integrity must also be dealt at data store level: due to the highly diversified technologies supported by a service-oriented 

architecture. IT component providers will need to apply the best practices during design and implementation phases. 

Moreover, the IBM Blockchain platform offers strong guarantees about data integrity that are collected and stored using 

the blockchain technology. 

Addressing the data integrity requirements complements the identity management in achieving the desired level of trust 

in the platform. 
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7 CONCLUSION 
Main goal of this deliverable has been the definition of a first draft of the reference platform backbone. This first version 

is the result of different meetings with partners and different internal meetings in Holonix IT department. 

In this document a brief description of each specific component of the architecture is provided, indicating functional and 

non-functional requirements; expected inputs, outputs, consumers and providers within the platform, and technical 

characteristics of data exchanges. 

This deliverable has to be considered in continuous updating. An updated version will be provided as soon as business 

processes will be validated in Task 1.3. After the validation of business process is completed, a new version of this 

deliverable will be provided showing how the reference framework supports each business case. A new plan of meetings 

with consortium partners will be set up to identify and track all components that will take part to each specific scenario. 

The final version of MANU-SQUARE architecture will be provided in D4.6 related also to Task 4.6 where integration will 

be done and validation of details will be made. 


